	SECTION A: SHORT QUESTIONS
	

	QUESTION ONE
	

	1.1.1
	C   Open source
	(1)

	1.1.2
	C   Boolean
	(1)

	1.1.3
	B   Multithreading
	  (1)

	1.1.4
	C   Artificial intelligence
	(1)

	1.1.5
	A   SQL
	(1)

	1.1.6
	B   10
	(1)

	1.1.7
	D   data mining
	  (1)

	1.1.8
	D   
	(1)

	1.1.9
	A   Object
	(1)

	1.1.10
	D   buses
	(1)

	
	
	

	1.2.1   
	Copyright 
	  (1)

	1.2.2  
	Pharming 
	(1)

	1.2.3  
	Scalability 
	(1)

	1.2.4
	Application software 
	(1)

	1.2.5
	Array 
	(1)

	1.2.6
	BitTorrent 
	(1)

	1.2.7
	Green Computing 
	(1)

	1.2.8
	Virtual Memory 
	(1)

	1.2.9
	Ergonomics 
	(1)

	1.2.10
	Driver 
	(1)

	
	
	

	TOTAL SECTION A:
	[20]




	SECTION B: SYSTEM TECHNOLOGIES
	
	

	QUESTION TWO
	
	

	2.1
	2.1.1            
	ZIF-socket 
	
	(1)

	
	2.1.2
	- CPU need to transfer large amounts of data to and from RAM. 
- Point-to point connection is dedicated for single component OR bus is shared amongst many components. 
	
	(2)

	
	2.1.3
	Multiprocessing takes place when the operation system divides the programs or threads between multiple CPUs (physical chips or cores) 
	
	(2)

	2.2
	Caching is a method used to compensate for the loss of efficiency or bottleneck  that happens when a faster medium tries to communicate with a slower medium. 
	
	(2)

	2.3
	2.3.1
	Defragmentation rearranges files that are fragmented / scattered on HHD disc. 	
	
	(2)

	
	2.3.2
	Solid state drive
	
	(1)

	
	2.3.3
	Any TWO: 
· A SSD is electronic.
· no moving parts.
· data can be accessed instantaneously.
· no increase latency due to read write heads having to find the correct sectors / tracks.
	
	(2)

	2.4
	Any ONE: 
· Use passwords/access control
· Install anti-malware/anti-spyware
· Setup a Firewall
	
	(1)

	2.5
	2.5.1
	Any TWO: 
· Battery capacity
· Small screen
· Small keyboard
· Limited processing power
· Limited storage
	
	(2)

	
	2.5.2
	Convergence 
	
	(1)

	2.6
	2.6.1
	Any TWO advantages for using SaaS: 
- Don’t need to install/update software on the computers.
- No need for high-end computers as you only need to run the applications from the web browser.
- SaaS company responsible for storing data and backups.
- Work from multiple devices/locations.
- Takes unless local resources.
	
	(2)

	
	2.6.2
	Using a site licence means that the use of the software is unlimited when installed on any compatible devices belonging to the company/site.

OR
Allows an organisation to provide access to software to as many users as they want,  either by individual installations or providing network access/Internet passwords. 

OR
It is cheaper to buy a site licence than individual single-user licences for an institution/company/site.
	
	(2)

	2.7
	2.7.1
	A backup strategy is a plan that outlines the steps and procedures  necessary to create and maintain a set of backups, that contains a duplicate set of all data,  that is tested and can be used to restore
data and systems in a short timeframe in the case where data was lost/downtime. 
	
	(3)

	
	2.7.2
	Any TWO disadvantages of using cloud storage: 
· Internet access required to access storage.
· Bandwidth issues – You need a large amount of bandwidth to back up large chunks of data.
· Full data recovery could take some time.
· Data costs associated with storing data off-site.
· Securing of back-ups are managed by the company.
	
	(2)

	
	
	TOTAL SECTION B:
	
	[25]









SECTION C: COMMUNICATION AND NETWORK TECHNOLOGIES

QUESTION 3

3.1 	(a) A Wide Area Network (WAN) is a network that spans a large geographical area, connecting multiple LANs or other networks (e.g., internet). ✓✓			(2)
(b) (Any TWO) Advantages of fibre-optic cables ✓✓ 
· Higher bandwidth (faster data transfer). 
· Less susceptible to interference (immune to EMI). 
· Longer distances without signal loss. 
· Improved security (harder to tap). 							(2)
(c) Any 1: ✓
· Twisted-pair copper cable 
· Coaxial cable 										(1)

3.2 (a) Any TWO 
· Using anti-virus/anti-malware software
· Keeping all your software up to date
· Being aware of current trends in computer crime
· Passwords
· Encryption
· Deploying and managing a network policy
· Control user management/Access control
· Perform regular back-ups
· Intrusion detection
· Using a VPN
Also accept any other suitable examples.						(2)

(b) (Any ONE risk, 2 marks for explanation) ✓✓
· Man-in-the-middle attacks (hackers intercept data). 
· Malware infection (unsecured networks may distribute malware). 
· Data theft (e.g., passwords, credit card details). 				(2)

3.3.1.  
Client-server: File is downloaded from a central server (single source). ✓
BitTorrent: File is split into pieces and downloaded from multiple peers simultaneously. ✓
Faster downloads (reduces server load, leverages swarm sharing). ✓			(3)

3.3.2. Any ONE concern with discussion: ✓✓
Copyright infringement (sharing pirated software/movies). 
Malware distribution (torrents may contain hidden viruses). 
Bandwidth abuse (can slow down networks). 							(2)

3.4 Network Downtime
(a) Any TWO 
· Hardware failure (e.g., router/switch malfunction). 
· ISP outage (loss of internet service). 
· DDoS attack (overwhelms network traffic). 						(2)

(b) Any ONE Improvement strategy ✓✓
· Implement redundant connections (backup ISP links). 
· Regular maintenance (monitor hardware/software). 					(2)

3.5 DNS Role 
Translates domain names (e.g., www.google.com) to IP addresses. ✓✓
Enables human-friendly navigation (users don’t need to memorize IPs). ✓			(3)

3.6 Encrypts data to prevent interception. ✓
Masks IP address (anonymous browsing). ✓
Secures remote access (e.g., for employees working from home). ✓				(3)
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SECTION D: DATA AND INFORMATION MANAGEMENT

QUESTION 4
	4.1
	Provide a brief description of a Flat file database
It is database that stores all data in one single table 
	(1)

	
	
	

	4.2
	Data warehouses use Flat file databases to store data. What is a data warehouse?
Is a technique for storing data from more than one database in a non-normalized way 
	(2)

	
	
	

	4.3
	A database needs to be protected from different threats that may arise. Provide TWO tools that can be used to protect the data.
Data validation
Data verification
Data Integrity Checks
Logging changes
Access control
Parallel data sets
(Any two)
	(2)

	
	
	

	4.4
	A company called Bob’s Bus Boys has a database to store details of available buses and bus drivers. TblBuses stores all the details of the buses and  tblDrivers stores all the details of the bus drivers’.
	

	
	
tblBuses
	Field Name
	Data Type
	Field Size
	Description

	BusID
	AutoNumber
	
	Primary Key

	Make
	ShortText
	25
	Make of the bus

	Model
	ShortText
	25
	Model of the bus

	ServiceDate
	ShortText
	
	Date the bus had its last service

	Mileage
	Number
	
	Mileage on the odometer

	Route
	ShortText
	30
	The route the bus takes

	DriverID
	ShortText
	5
	The driverID from tblDrivers FK



tblDrivers
	Field Name
	Data Type
	Field Size
	Description

	DriverID
	ShortText
	4.1.1
	Primary Key

	DriverName
	ShortText
	25
	Name of the bus driver

	DriverSurname
	ShortText
	25
	Surname of the bus driver

	ContactNo
	ShortText
	4.1.1
	Cell phone number of the bus driver

	DriverLicence
	Yes/No
	
	Does the driver have a valid driver’s licence






	

	
	4.4.1
	Provide an appropriate field size for DriverID and ContactNo
DriverID 5 
ContactNo 10
	(2)

	
	
	
	

	
	4.4.2
	A relation needs to be done for the database. Draw an ER diagram showing the type of relationship that exists and the linked fields

                                               
tblBuses                                   tblDrivers∞
1

	BusID
Make
Model
ServiceDate
Mileage
Route
DriverID


	DriverID
DriverName
DirverSurname
ContactNo
DriverLicence


    
 tblBuses 
 tblDrivers
 relationship 1 to many linked with driverID                                 

	(3)


	
	
	
	

	
	4.4.3
	One of the fields has an unsuitable data type. Identify this field and indicate the data type it should have.

ServiceDate  should be Date/Time 
	(2)

	
	
	

	

	
	4.4.4
	The fields BusID and DriverID are indicated as primary keys in tblBuses and tblDrivers respectively.

Explain the significance of a primary key.

A primary key is used to uniquely identify a record in a database 
	(1)

	
	
	
	

	
	4.4.5
	Provide a brief description of a Composite Key

A composite key is a when more than one field is used to uniquely identify a record 
	(1)

	
	
	

	
	4.4.6
	Provide another field name in tblDrivers that can be used as a primary key. 

ContactNo 
	(1)

	
	
	

	4.5
	The business would like to protect their database from data loss. A technician told them to make use of disk RAID.

Define the term disk RAID.

It is data storing virtualisation that combines multiple physical disks into one logical unit.  
	(2)

	
	
	
	

	4.4
	An audit trail was setup to maintain the integrity of the database.
State the basic information that is captured in the audit trail.

Who made the changes. 
When were the changes made. 
What changes were made. 

	(3)

	
	
	
	

	4.5
	What can be done to a database to ensure that no data anomalies can occur?

The database needs to be normalised
	(1)

	
	
	
	

	4.6
	Name TWO anomaly that can occur in a database.

Insertion anomaly 
Deletion anomaly 
Update anomaly

(Anyone )
	(2)
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SECTION E: SOLUTION DEVELOPMENT

QUESTION 5

5.1 	There are many types of errors that can occur in software development.
	
	5.1.1	Differentiate between a syntax error and a runtime error.			(2)
		
		A syntax error occurs when the rules of the programming language
		are violated. 

A runtime error occurs when the program is executed/run and a   problem is encountered. 

	5.1.2	What is the base number of the binary number system?			(1)

		2

5.2	Arrays are frequently used to store data in a program.

	5.2.1	When does it become necessary to use an array instead of a
           variable?										(1)
· When working with a large number of values/variables
· An array can store multiple values
· A variable can store only one value
Any ONE reason for using an array vs variable  
	

	
5.2.2	The names and ages of learners must be stored in an array.
	
		arrNum : array [1..30] of Integer;
		
		Motivate why the names and ages cannot be stored in the array
		provided.										(1)
			
· An array can only store values of one specific data type
· Names and ages are represented by two different data types
· The provided array can only store integer values

		Any ONE reason why names and ages cannot be stored in array provided: 

5.3	OOP is the abbreviation for object-oriented programming.

5.3.1 State whether the following statements are TRUE or FALSE:

(a) A toString method is used to change the value of an attribute
to a string for display purposes.						(1)
False 

(b) It is possible to instantiate an object without writing/creating
your own constructor method for the object class.				(1)
True 

(c) The number of parameters received in constructor must be 
equal to the number of attributes of the object class.			(1)
False
	
	5.3.2	Differentiate between accessor method and mutator method.			(2)
		An accessor returns the value of an attribute/object

		A mutator changes the state of an attribute/object


5.4	
	Segment of code to read from a file
	Output:

	Assignfile(tFile,'countries.txt');
	Sweden

	Reset(tFile);
	Italy

	While not eof(tFile) do
	Japan

	begin
	Germany

	Readln(tFile,sCountry);
	Greece

	redOutput.Lines.Add(sCountry)
	

	end;
	

	CloseFile(tFile);
	



	5.4.1	Explain the purpose of the Assignfile-statement with specific
		reference to the two arguments tFile and ‘countries.txt’.			(2)
The Assignfile-statement links the internal file (tFile) variable  with the external File ‘countries.txt’. 

	5.4.2	Explain why an error will occur if the Reset(tFile) in the given code 
		Is replaced with Append(tFile).							(2)
		The EOF-marker will not be available since the Append(tFile) 
statement will open the file for adding onto the file/writing  and the file
marker will be at the end of the file. 

	Any other correct explanation.

5.4.3	Explain why no output will be displayed if Reset(tFile) in the given code is replaced with Rewrite(tFile).							(1)
	The text file will be empty. 
	Any other correct or more technical answer.
5.5	
[image: A diagram of a computer program

AI-generated content may be incorrect.]
















Redraw the following incomplete trace table into your ANSWER SHEET.      
Complete the trace table by tracing step by step through the flowchart 
above.												(6)
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SECTION F: INTEGRATED SCENARIO

QUESTION 6

	6.1
	6.1.1
	The   measurement  and identification  of   unique   physical characteristics 
(2)

	
	
	

	
	6.1.2
	Any TWO 



· Finger print
· Iris scan
· Face scan
	  Palm scan
	(2)



6.2	6.2.1	Any ONE

· Security/vulnerability
· Speed of connection when lots of users are connected
	  Often limited to small coverage area
	(1)



6.2.2	Any TWO of: 

· Interface is easier to navigate and therefore faster to use
· Have a dedicated purpose/no distraction and loss of focus.
· Don't have to remember URLs/use menus/bookmarks.

· Less data transfer needed – interface already installed/saves money and increases speed.

· Can be set to fetch data in the background/Data on your device can be continually synchronised with online storage in the 'cloud'.

· Make use of the additional sensors in your mobile device /offers
	a more integrated experience than a web page
	(2)



6.2.3	Any TWO

· Cell phones can be used interactively by in class to do a quick quiz after a concept was discussed

· Teacher can provide the link to a YouTube video that explains a specific concept that learners need to apply is class e.g. How to declare an array in Delphi.

· Teacher can set up a discussion group for the duration of the class to encourage learners to investigate and discuss specific topics. Participation is evaluated afterwards and teacher can identify learners who are not participation for remedial action.

	  Any other suitable answer
	(2)



	
6.2.4 Any TWO 
· can start listening immediately 
· Do not have to wait for download to finish
· Does not take up storage space on device 
· Music is not locally stored						     (2)			
               6.2.5	Safe online  storage area/site for media files 				     (2)


	6.3
	6.3.1
	(a)
	Rootkit:
	

	
	
	
	Software designed to obtain administrator rights to a computer

	
	
	
	for unauthorised access. 
	(1)

	
	
	(b)   Any ONE risk to data due to rootkit: 
	

	
	
	
	  Opens the computer for hacking/illegally accessing data

	
	
	
	files
	

	
	
	
	  Creating backdoors for other malware
	

	
	
	
	  Used as a bot for launching attacks on other computers

	
	
	
	and networks.
	

	
	
	
	Also ACCEPT other valid answers.
	(1)

	
	6.3.2
	Social engineering:
	

	
	
	An attempt to manipulate or con someone into installing malware

	
	
	or giving out sensitive personal information. 
	(2)


6.3.3	Any ONE way that anti-virus software identifies malware: 

· The anti-virus software scans the files to identify known threats using virus signatures/definitions

	   Looks for pieces of code that is unique to specific viruses.
	(1)




6.4	Any TWO: 

· The company runs a small business which does not require the complexity of a distributed database

· It is more expensive to set up/maintain a distributed database.
· A distributed database is more complex to set up/maintain.
· Synchronisation of data is more complex
	
	   More complex security
	(2)

	
	
	

	6.5
	6.5.1
	Nearby Sharing is a feature in Windows that allows users to quickly share files, links, and other content with nearby devices using Bluetooth or Wi-Fi.  It facilitates easy file transfer by enabling direct device-to-device sharing without needing external storage or internet connectivity.
	(2)



6.5.2	Any ONE: 
· Battery saver
· Power & sleep
· Mobile hotspot
· Airplane mode
· Location
· Bluetooth								          	     (1)
	6.5.3
	Sharing  a  cellular  internet  connection to  connect  devices  via
	

	
	Wi-Fi/Radio
	(2)

	6.5.4
	(a)
	Multitasking:   Operating  System  shares  processing  time 
	

	
	
	between multiple applications/ tasks/ programs
	(2)

	
	(b)   Multiprocessing differs from multitasking in the following way:
	

	
	
	More than one CPU core required,
	

	
	
	Different tasks or threads are processed simultaneously.
	(2)

	6.5.5
	Allows communication/sharing between electronic devices at a short
	

	
	distance from each other.
	

	
	OR a correct and suitable description.
	(1)



6.6	Any TWO: 
· Call quality is affected by Internet connection speed and traffic.

· To communicate over VoIP, all parties partaking in communication needs to use the same client software.

· To make video calls on the Internet can be expensive.
· Both parties need to have a high speed, stable internet connection.			     (2)


6.7	Any TWO: 
· IoT can be used to monitor/ control temperatures remotely.

· IoT can be used to notify management of anomalies in fridge temperature.

· IoT can be used to keep a log of temperatures, showing the history of the temperature levels which can aid in decision-making.		
Any other acceptable answer								     (2)
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	6.8
	6.8.1
	Any ONE
	

	
	
	Radio/Radio waves
	

	
	
	Electromagnetism/Electromagnetic waves
	(1)

	
	6.8.2
	Any TWO
	

	
	
	  More than one tag can be read at a time
	

	
	
	  Tags can be hidden
	

	
	
	  Tags can be read even if they are moving at speed
	

	
	
	
	Increased accuracy
	

	
	
	
	Speed of capturing
	

	
	
	  Can be read over distances
	

	
	
	In terms of security related issues (scenario in question):
	

	
	
	RFID cannot be easily copied as in the case of barcodes.
	

	
	
	Any other security related examples.
	(2)
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